


| am Phil Sturgeon

| love to talk about APls,
crashing bikes, and
saving the planet.

You can find me at
@philsturgeon




FS‘ Stoplight Use Cases v Pricing Enterprise Learn v Open Source v Get Started =

Build Quality APIs
Faster

Supercharge your API lifecycle with best-in-class
tooling that integrates seamlessly into your Git

workflows.

Get Started For Free




Inconsistency Isn't Great

I, rando_Naming-conventions

/. Different data formats

HAL
JSON:API
Custom Snowflake

Differently Custom Snowflake

® 2 o o o

Differently Custom Snowflake v2

5. Different security schemes

4 Unconventional use of status codes




Inconsistency Wastes Time

1. Assumptions cause mistakes
/. Constantly rechecking docs
5. Cannot reuse generic code

4. Looks silly to external users

5. Bad DevExin general
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Standardizing Production

> Make avZ API?
> Duplicate endpoints via Evolution?
> Build Backends-for-Frontends?

> Start from scratch?

=  GraphQL
= gRPC

= Vulcain

= Twirp
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! ? : http://apistylebook.com,
Design Guidelines

Some companies and govermment agencies share their AP Design Guidelines with the community.

Each document has been analyzed to list covered topics and their references within the document.

P
olt D‘ncs Italia -
Atlassian REST API policy

Interoperability model for
the Public Administration

|

Interoperability model for Atlassian REST API Atlassian REST API
the Public Administration Design Guidelines Policy

Agenzia per I'ltalia Digital & Team per la version 1 Atlassian
trasformazione digital (ltalian administration) Atlassian

Explore Explore Explore




API Style Guides

"AP| Design Guide”

"API Design Guidelines”
"API Style Guide”

"AP| Stylebook”

Same thing! &=




Your goal should be to
advise teams designing
APIs toward a more
consistent APl with other
APIs across the
organisation.

James Higginbottom




Ideas for Rules

>~ Use RFC 7807 for errors

> Use UUID for IDs in URLs or body

>~ Ban HTTP Basic

> Must have “GET /" for HATEOAS

> Must have “GET /health”

> POST must return HT TP 201 or 202
>~ Noerrorsreturning HT TP 200




API Style Guide Mediums

- Static Website / CMS / Wiki
> (Google Slides / Keynote
> Random PDFs

> Spreadsheets?!




Most APl devs arent going
to read an organization AP
manifesto.

If they do they won't
remember it.

If they do they won't re-read
it looking for changes.




Do You Have API Style Guides? Highly Scientific Twitter Poll
’ July Tst 2020

API Linter Ruleset (78 replies)

11.0%

Example OpenAPI
16.4%

No Style Guide
52.1%

Website / Wiki / PDF
20.5%



http://www.google.com/sheets/about/
http://www.google.com/sheets/about/

Types of Rule

Create Better OpenAP| Create Better APIs

Consistent Docs Consistent APIs

Better docs Naming conventions

Better mocks Security




© pets [ Delete

Create a pet

http://petstore.swagger.iofvl  /pets Path Params

. 3 DELETE
Article

Style Guide

OPERATION ID

Stoplight Config createPets

PARAMETER PROPERTIES
Image DESCRIPTION
Endpoint descr 2 style deprecated
B File none

M Folder SCHEMA PROPERTIES

format default
B Import File + Security + Header -+ Query Param
none

## Hello! I' d 1
Query Params @ Edit global security j### Hello! I'm a description

@ Disable security for operation string &  ### Hello! I'm a description!
example

+ Add Body

STRING PROPERTIES
+ Response 201 @ default pattern

Null response




Spectral in Stoplight Studio

Studio offers a

Custom rules

= o generic, tweakable
=% This is an example rule

asifad el Y= Form </> Code | B Preview | B Mocks | 17 Problems | &> ‘
Inherited rules o

OpenAPl ruleset.

D). cantact otjectshoutd have FEEE], [HEAY and [ " -
Type Line Message powered by Spectral 5.5.0-betal | Filter results...
[y orcontact
“% Info object should contain contact object.
nfo oblect should contain S5 objec O 1 OpenAPI object should have non-empty “tags” array. me
info-description
A OpenAPI object info description must be present and A 2 Info object should contain "contact’ object. me
o infojicénse A 2 OpenAPI object info "description” must be present and non-empty string. me
OpenAPI object info should containa license objec
—r— A 4 womstconnsupion mo Get feedback on
Licensa object should Include (3. A n Operation "description’ must be present and non-empty string. [D Q
no-Sref-siblings X
o Property cannot be placed among $ref y' 15 Operation tags should be defined in global tags. me O U r O e n A P | a S
G e maadons A 74 Operation "description’ must be present and non-empty string. me y p
== Markdown descriptions should not contain eval( .
A 74 Operation parameters are unique and non-repeating. me
[, movscrinttags-n-markdown
= Markdown descriptions should not contain  tags. A 78 Operation tags should be defined in global tags. m ° y O U g O 5
oas2-anyof
[ ] penapi v3 keyword (G0 detected in OpenaPI v2 doc A 105 Operation "description’ must be present and non-empty string. me
& o0as2-api-host A 105 Operation should have non-empty ‘tags” array. m Q
% OpenaPI host must be present and non-empty string.
A m Operation "description’ must be present and non-empty string. []] Q
A m Operation should have pty ‘tags’ array. me
V' 17 Operation 'description’ must be present and non-empty string. me
A 17 Operation should have non-empty ‘tags’ array. me
A 125 Operation 'description’ must be present and non-empty string. me
V'S 129 Operation tags should be defined in global tags. me
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patch-request-content-type:
severity: error
description: '“PATCH® requests cannot use “application/json™'
given: $.paths.x.[?(@property == 'patch')].requestBody.content[?(@property == 'application/json')]”
then:
function: falsy
patch-prefer-merge:
severity: warn
description: Prefer “application/merge-patch+json™ for "PATCH® requests
given: $.paths.x.[?(@property == 'patch')].requestBody.content
then:
function: contains
functionOptions:
match: 'application/merge-patch\+json’




const writeGood = require('write-good');

module.exports = function(targetValue, option) {
const suggestions = writeGood(targetValue || '');

if (!suggestions.length) {
return;

return suggestions.map(s => {
return {
message: S.reason
&
});
};




Custom Rules 1n Stud1io

Headers +

4+ AddBody nonsensefjson @

-

Schema + Example

—

Type Line Message Filter res

A 1 Every error response SHOULD support either RFC 7807 or the JSON:API Error format.




Spectral CLI

S spectral lint example.yaml -r apisyouwonthate.yml
OpenAPI 3.x detected

/Users/phil/src/openapi-contrib/style-guides/example.yaml

19:15 warning no-http-basic HTTP Basic is a pretty
insecure way to pass credentials around, please consider
an alternative.

X 1 problem (0 errors, 1 warning, © infos, 0 hints)
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get:
responses:
ol VS Code Spectral
content:
nonsense/json:
schema:
type: string
example: 'hello!'
components:
securitySchemes:
please-hack-me:
type: http
scheme: basic

VWV WV

OUTPUT  TERMINAL  DEBUG CONSOLE PROBLEMS 8 Filter. E.g.: text, **/*ts, **/node_modules/**

v I exampleyaml 1

/\ HTTP Basic is a pretty insecure way to pass credentials around, please consider an alternative. spectral(no-http-basic) [19,




Spectral GitHub Action

@ github. i i 166578101

- 721339a — Merge pull request #40 from XVincentX/de.. 2 successful checks

Spectral checks

v Success

Succeeded — 7 hours ago

v GitHub Actions ® ran 7 hours ago in less than 5 seconds with 0 failures

Succeeded — 7 hours ago - 721339a by @XVincentX
P master

+ Spectral checks
Spectral checks

Lint completed successfully

ANNOTATIONS

A\ Check warning on line 79 in test.oas.json
github-actions / Spectral checks
operation-description

Operation “description’ must be present and non-empty string.

A\ Check warning on line 131 in test.oas.json
github-actions / Spectral checks
operation-description

Operation ‘description’ must be present and non-empty string.

A\ Check warning on line 157 in test.oas.json
. ithub-actions / Spectral checks
operation-description

Operation “description’ must be present and non-empty string.

A\ Check warning on line 269 in test.oas.json




APl Design Reviews
cannot be completely
replaced by automation.

It simplifies the process
massively, removing
80% of rejections before
reviewers even look.




Any questions?

You can find me at:
@philsturgeon

phil@stoplight.io




